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Motivation

With the advent of post-quantum cryptography, we might well ask if we should
still teach RSA.

The history is fascinating! (How often do you get to talk about impossible and
revolutionary things in math class?!?)

The math is fascinating!

Main goal is to demo some of the discovery based activities for RSA from my
open textbook

But first a little history...

Tamara Veenstra A discovery based approach for learning RSA



3/21

The history is fascinating!

Classified work at Government Communications Headquarters (GCHQ), declassified in
1997.

James Ellis, 1970.

Malcolm Williamson, 1973.

Clifford Cocks, 1974.

Public History

Whitfield Diffie, Martin Hellman, Ralph Merkle, 1976

Ron Rivest, Adi Shamir and Leonard Adleman, 1978
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James Ellis: 1970, declassified 1997

Ellis was inspired by an article about adding noise to an audio message to encrypt
speech, to develop the impossible idea of public key cryptography.

J.H. Ellis, Communications - Electronics Security Group, Government Communications

Headquarters, Research Report No. 3006, The Possibility of Secure Non-Secret Digital

Encryption, January 1970, declassified in 1997. link
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Impossible!

In 1987 GCHQ paper, Ellis writes about how impossible this idea seemed initially.
(Later published externally, “The history of non-secret encryption”, Ellis, J.H.
Cryptologia; West Point Vol. 23, Iss. 3, (Jul 1999): 267. )

“It was obvious to everyone, including me, that no secure communication
was possible without a secret key, ... Thus there was no incentive to look for
something so clearly impossible.”
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GCHQ Timeline

1970: James Ellis proposed the idea for public key cryptography.

1973: Clifford Cocks discovered ideas similar to the RSA algorithm.

1974: Malcolm Williamson developed ideas similar to the Diffie-Hellman key
exchange.

In his 2021 induction into the Cryptologic Hall of Honor (with Ellis and Williamson)
Clifford Cocks described how public key cryptography was

an idea that at the time seemed so outrageous there was even an effort to
find a proof that it couldn’t be done.

link to video. (See times 2:25, 3:29)
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https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3009581/nsa-and-gchq-innovators-inducted-into-cryptologic-hall-of-honor/
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Diffie-Hellman-Merkle: 1976

Whitfield Diffie, Martin Hellman, “New directions in Cryptography”, IEEE
Transactions on Information Theory, 22 (6): 644, 1976. link

Photo taken from a talk by Martin Hellman, Stanford Seminar: The Evolution of
Public Key Cryptography, video link.
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http://ee.stanford.edu/~hellman/publications/24.pdf
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New Directions in Cryptography: 1976
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Martin Hellman: Revolutionary and Impossible!

Transcription of oral interview with Martin Hellman, conducted by Jeffrey Yost,
November 2024. link

I start off by saying that public key cryptography is seen as revolutionary and
of course it is a revolutionary concept.
...
So, when I first described it to Feistel, in kind of a hurried way because he
had a doctor’s appointment, he said, ’You can’t do that.’

Similar comments from Martin Hellman in An Overview of Public Key Cryptography,
IEEE Communications Society Magazine, 1978. link.
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https://conservancy.umn.edu/handle/11299/107353
https://www-ee.stanford.edu/~hellman/publications/31.pdf
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Rivest, Shamir, Adleman: 1978

Photo accessed from National Cryptologic Foundation Website (website
link) which states ”Pictured in the photo - left to right: Adi Shamir, Ron
Rivest, and Len Adleman. Photo courtesy of Dan Wright’s RSA Algorithm
course on imps.mcmaster.ca.”

R. L. Rivest, A. Shamir, L. Adleman, “A method for obtaining digital signatures and public-key
cryptosystems”, Communications of the ACM, Volume 21, Issue 2, pp120-126, 1978. (link)
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https://cryptologicfoundation.org/community/bytes/this_day_in_history_calendar.html/event/2024/09/20/1726808400/1983-three-inventors-receive-patent-for-encryption-algorithm-rsa/78258
https://cryptologicfoundation.org/community/bytes/this_day_in_history_calendar.html/event/2024/09/20/1726808400/1983-three-inventors-receive-patent-for-encryption-algorithm-rsa/78258
https://dl.acm.org/doi/10.1145/359340.359342
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History worth knowing!

So many things are possible just as long as you don’t know they’re
impossible. (Norton Juster, “The Phantom Tollbooth”.)

Public key cryptography is currently used so widely that it is important to remember
how impossible and revolutionary it was at the beginning.
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Guided Series of Activities for Exploring RSA

Goal: Use the cryptography to motivate the math rather than as an application
after the math.

Guiding philosophy for my open textbook, Cryptology by Discovery, written for an
intro crypto course, available on my website at link

Most of the previous historical material and all activities that follow are from that
textbook.

Activities could be used in a wide range of classes (Cryptography, Number Theory,
Abstract Algebra).
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Fun Number Trick

Demo from textbook (Backup screen shot)

Tamara Veenstra A discovery based approach for learning RSA

https://tamarabveenstra.com/CryptologyTextbook/intro-rsa.html
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Finding Patterns and Making Conjectures

Students use SageMath code (embedded in interactive cell in website, so no knowledge
or access to SageMath is necessary) to make conjectures about when xa ≡ x mod n for
all x . Activity from 5.11.2 Investigation: Power Patterns
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Prime Conjectures

Students then explore these patterns for other prime numbers as an in-class
activity. Students do quite well at making conjectures here!

if p is a prime then xa ≡ x mod n for all x , if a = 1 + (p − 1)k for k ∈ Z.

Students can then explain why the previous number tricks worked! For example,
xa ≡ x (mod 19) if a = 55. So (x5)11 ≡ x (mod 19) for all x mod 19.

Then students are asked to make their own number tricks using these patterns!
That is, find two different pairs of s and d such that (x s)d ≡ x (mod 19) for all
x mod 19.
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More Conjectures

So we ramp it up for homework! What about other n??
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This is where it gets fun!

This really gets the students! Its substantially more interesting in the case n = pq.
And maybe not what you’re expecting.

xa ≡ x mod n

where a = 1 + mk
n p q m

22 2 11 10
26 2 13 12
33 3 11 10
39 3 13 12
55 5 11 20
65 5 13 12

187 17 11 80
221 17 13 48
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This is where it gets fun!

This really gets the students! Its substantially more interesting in the case n = pq.
And maybe not what you’re expecting.

xa ≡ x mod n

where a = 1 + mk
n p q m φ(n)

22 2 11 10 10
26 2 13 12 12
33 3 11 10 20
39 3 13 12 24
55 5 11 20 40
65 5 13 12 48

187 17 11 80 160
221 17 13 48 192
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More Conjectures

We get to play with lots of experiments and conjectures here!

if n = pq is a prime then xa ≡ x mod n for all x , if a = 1 + lcm(p − 1, q − 1)k for
k ∈ Z.

Idea: Z/(pq) is not cyclic, so we need to know about the maximal order of
elements not the order of the group.

Quick Proof (if students have seen abstract algebra):

Z/(pq) ∼= Z/(p)× Z/(q)

|ab|= lcm(|a|, |b|)
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Proofs for students who haven’t had abstract algebra

Theorem (Fermat’s Little Theorem)

If p is a prime then xa ≡ x mod n for all x, if a = 1 + (p − 1)k for k ∈ Z.

5.11.3 Investigation: More Mod Patterns [Activity to prove Fermat with binomial
theorem mod p and induction]

Theorem (Not quite Euler’s Theorem)

If n = pq for distinct primes p,q then xa ≡ x mod n for all x, if
a = 1 + lcm(p − 1, q − 1)k for k ∈ Z.

5.11.4 Investigation: Satisfying Two Mods [Activity for Chinese Remainder Theorem]
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Thank you!

I’m happy to talk more about my textbook (and encourage anyone to use material
from it!)

Questions?
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